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School Threats Have Cost Taxpayers Over  in the Last  $1 Billion

Two Years. This Report Discusses Direct and Indirect Lost 

Instructional Time Caused by Threats and the Mental Health 

Impact on Students.”
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Executive 
Summary

School threats, whether they manifest as swatting, email threats, or other 

forms, cause significant disruptions to the educational environment. These 

threats, especially those with underlying messages of physical harm or 

death, have a greater impact. They not only lead to the loss of 

instructional hours but also severely affect the mental health of students, 

staff, and parents. The intricate planning of school time by day, week, and 

month makes these disruptions particularly difficult to recover from. This 

report, which examines over 16,000 schools and Approximately 16 million 

students impacted by threats in the last few years that cost taxpayers 

over 1 billion dollars and solutions to prevent school threats, 

underscores the urgent need to address this issue.

The advent of technology has made it easier for individuals to perpetrate 

these threats anonymously. Cybercriminals can send threats via emails, 

social media, VOIP, and other digital platforms, making it challenging for 

authorities to trace the source. This weaponization of technology against 

innocents not only disrupts the educational process but also burdens law 

enforcement agencies and school administrations with the task of 

ensuring safety and security. The increasing role of technology in these 

threats underscores the need for technological solutions to combat them. 

This report examines the direct and indirect impacts of school threats on 

instructional hours and the additional mental health impact on lost 

instructional time. We focus on threats that can be reduced or prevented 

through operational improvements that school administrators can 

implement to mitigate these threats. By quantifying the cost of threats in 

monetary terms, we aim to make the data accessible and actionable to a 

broader audience.
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1 Introduction 
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This report results from years of comprehensive data 

collection on school threats in the United States. We 

analyze four distinct types of threats: Voice-Swatting, 

Email-Swatting, Social Media threats, and Other Threats. 

The 'Other threats' category includes threatening notes, in-

person threats, Apple AirDrop threats, text threats, false 

tips, and weapons threats.

Since we began tracking threats in 2016, we have used the 

data to improve our swatting prevention products. We now 

track threats in over 120,000 schools across the United 

States. Sharing our findings with the public has become a 

priority, as the insights gained can benefit schools and 

communities nationwide.

Our data is used in FBI swatting training programs. The FBI 

has a successful program to train law enforcement and 

school personnel on reducing the impact of swatting and 

other school threats. This training has significantly reduced 

the average time to resolve a threat, resulting in taxpayer 

savings of at least $200 million over the past two years.

Impact of School Threats

This report focuses on documenting the impact of threats on lost instructional time and the additional 

challenges that arise from these incidents, such as:

Ÿ Very High Cost to Taxpayers: Threats cost taxpayers hundreds of millions of dollars per year. More 

than ever, we are seeing the same school get hit several times in a short period. Sometimes, several 

threat actors will target the same school in the same week. Prevention costs a fraction of what an 

actual threat costs, making prevention a smart part of any school budget.

Ÿ Mental Health Issues: The anxiety and fear generated by threats affect the mental well-being of 

students, teachers, and parents. The constant stress can lead to long-term psychological effects, 

reducing the overall effectiveness of the educational process. Threats can immediately affect a 

student's ability to concentrate and benefit from instruction. This disruption can also negatively 

impact test scores and overall academic performance.

Ÿ Parental Concerns: Many parents pull their children out of school due to safety concerns, further 

disrupting the educational process.

Ÿ Operational Challenges: Schools operate on tight schedules and carefully planned curricula. Any 

disruption can throw off these plans, leading to logistical challenges and educational setbacks.
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Ÿ Negative Impact on School Climate: Threats can negatively impact the school climate, leading to 

increased bad behavior among students. Even hoax threats can lead students to feel the need to 

arm themselves for protection, exacerbating safety concerns.

Ÿ Community Confidence: Threats can also impact the community's confidence in the school's 

operational security, leading to various issues, including less support for school budgets.

Ÿ Child Exploitation and Abuse: Groups like 764 and Order of Nine Angles (O9A) are using the 

threat of swatting as part of their strategies for sextortion, child sexual exploitation, and child self-

harm. Implementing swatting prevention measures can help stop some of these threats that are 

used to exploit children. An FBI bulletin issued on September 12, 2023, highlighted the activities of 

these groups, emphasizing the importance of preventive measures.

The Importance of Prevention

Given the profound impact of these threats, prevention is undeniably the best solution. Our products are 

designed with a focus on prevention, aiming to stop threats before they can disrupt school operations 

and affect the mental health of the school community.

Unaccounted Costs

We do not calculate the cost of first responders as we do not know how many were involved in each 

threat. Therefore, the true costs of these threats will be higher than the numbers presented in this report.

Figure 1: Three Primary Sources of Threats 

1. Students Who Attend 

the School

These threats are often 

internal and  can be due to 

various personal  or social 

reasons.

2. Students/Individuals 

who may associate with 

National Groups Making a 

Game of Attacking Schools 

Nationwide

These individuals, including 

those associated with groups 

like 764 and Order of Nine 

Angles, engage in swatting 

and other threats as a form of 

entertainment, challenge, and 

child exploitation and abuse.

3. Foreign Actors 

These threats are often 

politically motivated or 

driven by criminal 

intentions against the 

United States.
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2 School Threats - National Trends

Figure 2: Schools Impacted by Swatting Incidents (2022-2024)  

Figure 3: Average School Threats Per Month - By Type of School

Swatting incidents include any hoax threat that impacts school instruction or a school event.  We do not 

count events outside of school hours or outside-of-school events.  We aim to look at threats that school 

administrators can reduce or prevent through policy changes.
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District Schools are defined as rural schools that serve students across a large age group or schools in a 

district like virtual schools that serve students across a large age group.
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Figure 4: Average Schools Impacted per Month  
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Number of threats - This number should be less than 50 per month

Ÿ This gives us an idea of the volume of threats. 

Ÿ You will never eliminate all school threats. Historically, this number should be below 50 

per month. 

https://www.latimes.com/opinion/story/2021-11-05/record-school-shooting-threats-guns1.

For three years, we averaged 29 school threats per month. 

In September 2021, a record of 151 school threats were made, up from a three year 

average of 29 per month.¹
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https://traumaawareschools.org/impact2.

Figure 5: Average Students Impacted Per Month 

Students impacted should be less than 50,000 per month.

Ÿ This is a mental health number. 

Ÿ How many students are being exposed to life-threatening violence? If this number exceeds 50,000 per 

month, it may impact the school climate, making students feel unsafe. This can also affect academic 

performance. 

Ÿ If you have a school or district that has multiple threats impacting the same students, it can 

dramatically affect the school climate for that school. It is costly and takes time to restore safety in 

such situations.  

 33%
Ÿ As many as one in three students  

who experience a traumatic event 

might exhibit symptoms of post-

traumatic stress disorder (PTSD). ²
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https://www.psycom.net/ptsd-in-children-and-adolescents

https://www.wsav.com/news/local-news/it-causes-trauma-school-leaders-parents-concerned-for-kids-mental-health-with-recent-threats/

https://www.psycom.net/mental-health-wellbeing/school-shooting-survivor-mental-health

3.

4.

5.

Ÿ The effects of trauma on children are far more pervasive than adults imagine. The National Survey of 

Children's Exposure to Violence found that over 60% of children surveyed experienced trauma, crime, 

or abuse in the prior year, with some experiencing multiple traumas. Often, children and adolescents 

do not have the necessary coping skills to manage the impact of stressful or traumatic events. As such, 

as many as one in three students who experience a traumatic event might exhibit symptoms of post-

traumatic stress disorder (PTSD). Following a child's exposure to a traumatic event, parents and 

teachers are likely to observe the following symptoms: 

It is common for those affected directly and indirectly to have increased anxiety, nightmares, 

difficulty sleeping, resistance to school, inability to trust, uneasiness, depression, fear, decline in 

academic performance, inability to fully express their thoughts and feelings, why questions, absence 

of feelings of safety and security, changes in eating habits, increased anger, hyper-vigilance, grief, 

loss, guilt, etc. These symptoms and behavior may result in Acute Stress Disorder.³

Post-Traumatic Stress Disorder (PTSD), and even delayed Post-Traumatic Stress Disorder. Mental 

health clinicians trained in trauma and grief can assist and support children and families during this 

healing time." –Melissa Dumaz, MS, LMFT, founder of uhelpyou.com.⁴ ⁵,

https://www.psycom.net/ptsd-in-children-and-adolescents
https://www.psycom.net/ptsd-in-children-and-adolescents
https://www.wsav.com/news/local-news/it-causes-trauma-school-leaders-parents-concerned-for-kids-mental-health-with-recent-threats/
https://www.wsav.com/news/local-news/it-causes-trauma-school-leaders-parents-concerned-for-kids-mental-health-with-recent-threats/
https://www.psycom.net/mental-health-wellbeing/school-shooting-survivor-mental-health
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Figure 6: Average Lost Instructional Hours Per Month 

Lost Instructional Hours: this number should be less than 100,000 per month

Ÿ  This is an academic impact number. 

Ÿ  If this number exceeds 80,000 – 100,000 per month, it may impact academic scores. 
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Figure 7:  Cost to Taxpayers 

This number Should be less than $5,000,000. Per year

Ÿ The average cost per student per threat has dropped from $101.59 to $64.12. ⁶

Ÿ See the attached report for details.
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Figure 8: Mental Health Cost 

This number Should be less than $3,100,000. Per year

Ÿ The average mental health cost per student per event is approximately $30 - $32
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https://www.nwea.org/research/publication/educations-long-covid-2022-23achievement-data-reveal-stalled-progress-toward-pandemic-recovery/6.

https://www.nwea.org/research/publication/educations-long-covid-2022-23-achievement-data-reveal-stalled-progress-toward-pandemic-recovery/
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Figure 10: School Email Threats -  Average Schools Impacted Per Month

This Number should be less than 50 per month.
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This number Should be less than 50 per month.

Figure 9:  School Voice Swatting Threats - Average Schools Impacted Per Month
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Figure 11:  School Social Media Threats - Average Schools Impacted Per Month 

This Number should be less than 50 per month.
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3 2022-2023 Summary of Threat Cost 

$194,141,056.44 $217,039,745.15 5,517              6,852,979     $168,452,025.83 $579,632,827.42

# of 
Schools 
Threats

Student 
Impacted

Cost 
During 
Threat

Outside of 
Threat Cost
(Student 

Attendance)

Total # of
 Students 

Rank
 (fixed field)

Mental Health 
Costs 
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4 2023-2024 Summary of Threat Cost 
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5 Explanation of School Threat Report

Ÿ 51 states or districts listed separately

Ÿ We will refer to this as States, but it also includes Washington, DC

5.1 State or District Name

5.2 Threats 

Ÿ Number of School Threats in each State

 

Ÿ This is a numeric value.

Ÿ The number of students impacted by the threats in the state or district listed.

Ÿ This is a numerical value

5.3 Students Impacted

Ÿ This refers to the lost instructional time due to the threat.

Ÿ If a lockdown or evacuation lasts one hour and the students return to class, this number would 

represent the cost of the school's students losing one hour of instructional time.

Ÿ Many threats have zero lost instructional time.

5.4 Cost During Threat

Ÿ This represents how a state's threat costs compare to other state's threat costs.

Ÿ This represents lost instructional hours.

Ÿ 1 would represent the state with the highest threat cost.

Ÿ 51 would represent the state with the lowest threat costs.

5.5 Total Cost Rank
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Ÿ See the attached paper “Mental Health Cost” for an explanation.

Ÿ This cost represents lost instructional time.

Ÿ If a student experiences anxiety as a result of a threat in the school, they may not be able to 

concentrate on learning or testing fully.

5.8 Mental Health Costs

5.9 Total Taxpayer Cost

Ÿ This is the total cost of the threat due to lost instructional hours.  It includes the following costs:

Ÿ Cost During Threat

Ÿ Outside of Threat Cost

Ÿ Mental Health Cost

5.7 Outside of Threat Cost (see attached document “Anatomy of a School Threat”)

Ÿ This represents lost instructional Hours.

Ÿ Even after a threat is deemed non-credible, students still leave school because parents are 

concerned for their safety. Some may not attend school the next day due to safety concerns.

5.6 Total # of Students Rank

Ÿ This represents how a state's total students compare to other state's total students.

Ÿ 1 would represent the state with the highest number of students.

Ÿ 51 would represent the state with the lowest number of students.

Ÿ Note:  you would expect cost and student rank to match up.  If the cost rank is 6 and the student 

rank is 21 that may indicate a state with a bigger problem.  If the cost rank is lower than the student 

rank, it may indicate a state with a smaller problem.



Ÿ Sign up for the FBI 

swatting and 

threat mitigation 

course

Ÿ Install threat 

prevention 

products in 

schools and 911 

centers 

Ÿ Perform NIST 

Audits

Ÿ Programs to 

improve school 

Climate

Ÿ Identify and 

address at-risk 

students

Ÿ SRO's

Ÿ Electronic Locks

Ÿ Video Cameras

Ÿ Secure Doors

Ÿ Protective Glass

6 Mental Health Impact 

The Real Cost of School Threats | The Waponization of Technology Against Innocence

We are beginning to understand how threats affect students' ability to concentrate and learn. The mental 

health impact of threats contributes to lost instructional time. Threats can immediately affect a student's 

ability to concentrate and benefit from instruction. This disruption can also negatively impact test scores 

and overall academic performance. Our ongoing research aims to provide a deeper understanding of 

these effects.

.See the attached Document, “Draft paper on the Mental health costs of Swatting.”

7 Recommendations

Preventing and mitigating threats is a complex issue involving multiple disciplines. Each district must 

consider local issues and the school climate when determining how to prevent and mitigate threats. 

Coordination with law enforcement needs to be engaged early in the process. Programs to identify 

students who are at risk also need to be considered as part of a comprehensive solution.

16
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8 Products To Prevent Threats

The Real Cost of School Threats | The Waponization of Technology Against Innocence

SAM (School Access Manager): This comprehensive software suite is 

installed in school districts to prevent and reduce various threats. SAM uses 

four approaches to ensure school safety:

Monitors Apple AirDrop networks within the school, creating an audit log of 

messages. This helps identify students who send threatening, harassing, or 

bullying messages.

SAM 
AIRDROP

Utilizes a pattern recognition program to identify email swatting threats. 

The program creates filters that are updated and loaded into popular email 

systems to prevent these threats.

SAM 
EMAIL SWATTING PROTECTION

Provides educational programs, including posters and instructional videos. 

These materials articulate the consequences of making threats, list potential 

penalties, and explain how law enforcement can trace threats. The 

educational component serves as a deterrent by raising awareness among 

students.

SAM 
EDUCATION

Monitors all incoming calls to the school, effectively acting as an electronic 

School Resource Officer (SRO). It prevents hoax calls and swatting incidents, 

which are significant sources of lost instructional hours.

SAM 
VOICE

17
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SAM-911: This innovative tool enhances public safety by preventing 

swatting calls from reaching 911 centers. SAM-911 uses advanced 

pattern recognition capabilities to distinguish between genuine 

emergency calls and those intended to deceive or cause harm. This 

ensures that emergency resources are efficiently allocated to actual 

emergencies. SAM-911 protects various sectors, including:

Reduces the risk of unnecessary emergency responses that can lead to 

hazardous situations.

HOMES

Safeguards individuals involved in the political process from being 

targeted due to their public roles or political beliefs.

POLITICIANS AND POLITICAL GROUPS

Maintains the security of crucial public services and institutions.

GOVERNMENT OFFICES

Protects educational environments from swatting calls directed at the 911 

center.

SCHOOLS 

Keeps religious and communal spaces safe from false threats called into 

the 911 center.

PLACES OF WORSHIP

Enhances the safety of public and commercial areas by preventing 

swatting attempts.

STORES AND OTHER GROUPS

We are the sole source vendor for swatting prevention in the United States, with national 

contracts that allow schools and 911 centers to purchase our products without issuing RFPs.

18



Preventing school threats is not just about maintaining the continuity of instructional hours; 

it's about safeguarding the mental health and well-being of the entire school community. 

By focusing on prevention, we ensure that schools remain safe havens for learning, free from 

the fear and disruption caused by threats. Our products are at the forefront of this preventive 

approach, providing schools with the tools and support to protect their students and staff.

19
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9 Conclusion
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10 Appendix

5-3-2023SAM Database 

Anatomy of a School Threat 

Event Students LostHours 

Total Lost Instructional 

Hours 

Actual Threat     1000   1    1000

Parents pick up student   200   3    600

Students stay home next day   200   6    1200

    

       Total    2800

      Net Students Days   467

A 1 hour threat is equivalent to closing the school for 1/2 a day.

It is assumed that the numbers will be higher based on the age of the student.

Example: More elementary parents will pick up the student and keep them home

If no suspect is identified it is assumed the numbers will be higher.

If the school fails to communicate effectively with parents the number will be higher.

If a threat interrupts a period and ends during another period the cost could be higher.

The following is based on limited data, we are hoping to collect more data so we 

can have a more accurate estimate.

Our current numbers only include the actual threat so the number we are 

publishing are likely to increase.

TDR Technology Solutions copyright 2023
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Draft paper on the Mental health costs of Swatting

Impact of Non-Academic Stressors on Student Learning and Mental Health

This is the initial research by Don Beeler; additional authors with expertise in 

adolescent mental health and learning have begun to review and research this report. 

The conclusion in the report may change as additional authors opine and a peer 

review has been completed.

Introduction 

Non-academic stressors such as swatting, bomb threats, and shoottong threats can 

profoundly affect some students' learning capabilities and test performance. These events 

can lead to increased feelings of loneliness and distress, which are strong predictors of 

mental health issues in students (McIntyre et al., 2018). High-stress levels can disrupt 

students' internal and external environments, leading to physiological changes that affect 

their ability to focus and retain information. Establishing strong social connections and 

minimizing stress from non-academic events can help reduce their negative impact on 

learning and mental health.

Reference:

McIntyre, J. C., Worsley, J., Corcoran, R., Harrison Woods, P., & Bentall, R. P. (2018). Academic and non-academic 

predictors of student psychological distress: The role of social identity and loneliness. Journal of Mental Health, 

27(3), 230-239. DOI | PubMed

Trends in Student Anxiety Levels

Historical data on student anxiety levels is limited, but certain studies provide insights into 

trends over time. Twenge (2000) examined changes in anxiety and neuroticism among birth 

cohorts from 1952 to 1993, finding a general increase in anxiety levels over the years, 

particularly among young adults. More recently, Dykxhoorn et al. (2023) observed that the 

incidence of common mental disorders, including anxiety, significantly increased in the UK 

between 2000 and 2019, with rates more than doubling for individuals aged 16-24. These 

findings indicate a notable rise in anxiety levels among students, especially in younger age 

groups.

References:

Twenge, J. M. (2000). The Age of Anxiety? Birth Cohort Change in Anxiety and Neuroticism, 1952-1993. Journal 

of Personality and Social Psychology, 79(6), 1007-1021. DOI 

Dykxhoorn, J., Osborn, D., Walters, K., Kirkbride, J., Gnani, S., & Lazzarino, A. (2023). Temporal paterns in the 

recorded annual incidence of common mental disorders over two decades in the United Kingdom: A primary 

care cohort study. Psychological Medicine, 1-12. DOI

TDR Technology Solutions copyright 2023
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Draft paper on the Mental health costs of Swatting

Recent Studies on Student Anxiety

A study by Wiley suggests that in recent years, the percentage of students struggling with 

anxiety has increased from 13.59% to 59%. Past studies also indicate that younger students 

are more prone to anxiety than older students, suggesting that the actual number of 

students experiencing anxiety could be higher than estimated.

Reference

Wiley Press Release on Mental Health Issues Among College Students Post-Pandemic

Lost Instructional Time Due to Mental Health Issues Stemming from Swatting and 

Other School Threats

This report takes a conservative approach and suggests that an average of 36.30% of K-12 

and college students are negatively impacted by the stress of a threat, resulting in a lower 

ability to benefit from instructional hours and a direct impact on test scores if taken during 

a time of a non-academic stressor. This new average is derived from taking the old average 

of 13.59% and the recent average of 59% and calculating a new average: (13.59% + 59%) / 

2 = 36.30%. With this updated average of students prone to anxiety, the average amount of 

lost instruction per student due to a swatting event is calculated to be 2.18 hours. This 

calculation assumes a 100% loss of comprehension for students with anxiety in an 

educational environment that involves testing to determine mastery of a subject. Any 

significant negative impact on retention could dramatically impact test scores, and even a 

50% decrease in retention could result in a failing grade. Therefore, we use a 100% impact 

on learning ability as a conservative estimate until research is available to provide a more 

exact measure. This assumption allows us to calculate an average cost per student for lost 

instructional time.

The National Average Cost of Instruction

The national average cost of one hour of instruction for K-12 in the United States is 

approximately $12.21 per hour, based on the annual per-pupil expenditure divided by the 

total instructional hours in a school year. This calculation is based on the average per-pupil 

expenditure of $13,187 for the 2019-2020 school year, as the National Center for Education 

Statistics (NCES) reported, assuming a typical school year consists of 180 days with 6 hours 

of instruction per day

Reference:

National Center for Education Statistics. (2021). Digest of Education Statistics: 2019-

2020. Table 236.75. NCES Table 236.75

TDR Technology Solutions copyright 2023
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Draft paper on the Mental health costs of Swatting

Conclusion

The impact of non-academic stressors, such as swatting and other school threats, on 

student learning and mental health is significant. Our analysis suggests that these stressors 

negatively impact 36.30% of K-12 students, leading to an average loss of 2.18 instructional 

hours per student per event. This loss of instructional time, coupled with the assumption of 

a 100% impact on learning ability due to anxiety, can have profound implications for 

student academic performance and overall well-being. Preventing threats eliminates this 

loss and the anxiety associated with them. When we look at the total cost of a school threat, 

we must add the national average cost per student of $26.61. Finding solutions that prevent 

threats has always been the best outcome, and we can now add additional benefits to what 

prevention is worth. The findings underscore the importance of addressing mental health 

issues in educational settings and the need for effective interventions to mitigate the impact 

of non-academic stressors on students. Schools and policymakers must prioritize mental 

health support and create safe, supportive learning environments to enhance student 

resilience and academic success. As research in this area continues to evolve, it will be 

crucial to refine our understanding of the precise impact of anxiety on learning ability and 

to develop targeted strategies to support students affected by anxiety and other mental 

health challenges. It also opens a new discussion on how to remediate the lost instructional 

hours if a threat occurs. The goal is to ensure that all students have the opportunity to 

thrive academically and personally despite the challenges posed by non-academic stressors.
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